Solving the Supply Chain Puzzle
with SPDX, OpenChain & %
Hyperledger =

Mark Gisi o V V ]ND

Sameer Ahmed

Open Source Leadership Summit
Y February 2017

© 2015 Wind River. All Rights Reserved.



In using
Open Source

i

across the
Supply Chain

1SniL ysijqels3



00
OPENCHAIN

N
/ A\
\ /
\] /

HYPERLEDGER




The Challenge
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loT/Embedded Device Requirement

= Most modern day devices are constructed from
80%+ open source

= Device Runtime is governed > 100 licenses

= Every shipping device requires open source
compliance artifacts:
I. Legal Notices document

ii.  Obligatory Source Code
iii. Licensing data (SPDX) '

iv.  Cryptography info

=S

v.  Security Vulnerabilities
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Software Supply Chain
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Software Supply Chain
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loT/Embedded Device Requirement
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= Linux Foundation’s solution to standardize licensing information
exchange within the software supply chain

= Format for recording and sharing licensing and copyright
information of a software package
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Software Supply Chain

Open Source

: ~WIND
Projects
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Wind River Delivers SPDX data for Linux

~WIND
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v’ 2013
v 2014
v’ 2015
v’ 2016

B2 — -

Wind River Linux 5
Wind River Linux 6
Wind River Linux 7
Wind River Linux 8
Wind River Linux 9
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http://spdx.windriver.com/public/reports/WRLinux-7/X-Ray/index.htm
Examples/busybox-1.22.1.tar.bz2_d8dd96108e (1).xlsx

BusyBOX # Files License
401 GPL-2.0+
265 GPL-2.0
81 GPL 1.0+
40 LGPL-2.1+
41 BSD-3-Clause
27 LGPL 2.0+
21 Public-domain
MIT
RSA-Security

X11-style

NTP
GPL-2.0+-with-bison-
exception

Freeware

Free-SW

BSD-4-Clause-UC
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File

Other Licenses

Relations

Annotations

Datal.icense: CCO0-1.0
SPDXID: SPDXRef-DOCUMENT

DocumentName: busybox-1.26.1.tar.bz2

DocumentNamespace:

DocumentComment :

© 2015 Wind River. All Rights Reserved.

http://spdx.windriver.com/Reports2.0/e7b8b3e2d2c

<text>This file contains computer automated SPDX ..
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Document - File | Other Licenses

Relations

Annotations

PackageName: busybox-1.26.1.tar.bz2

SPDXID: SPDXRef-Pkg-busybox-1.26.1.tar.bz2-e7b8b3e2d2e92c09683af...
PackageFileName: busybox-1.26.1.tar.bz2

PackageDownloadLocation: NOASSERTION

PackageVerificationCode: af2c8199559ebe709ebb5e89532900f9da0f7661
PackageChecksum: SHA1: e7b8b3e2d2373d9e92c09683af7ce52bba2ee93b
PackageLicenseConcluded: GPL-2.0

PackageLicenseDeclared: GPL-2.0

PackagelicenselnfoFromFiles:
PackagelicenselnfoFromFiles:
PackagelLicenselnfoFromFiles:
PackagelLicenselnfoFromFiles:
PackagelLicenselnfoFromFiles:
PackagelLicenselnfoFromFiles:
PackagelLicenselnfoFromFiles:

© 2015 Wind River. All Rights Reserved.

GPL-1.0+
LGPL-2.0+
GPL-2.0
GPL-2.0+
BSD-3-Clause
LGPL-2.1+
MIT
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Document

Relations

Annotations

FileName: ./busybox-1.26.1/libbb/change_identity.c
SPDXID: SPDXRef-1515-File-change_identity.c-e45ff0e65618385496162eb3686...

FileType: SOURCE
FileType: TEXT

FileChecksum: SHA1: e45ff0e65618385496162eb368665c16897fel18a

LicenseConcluded: BSD-3-Clause
LicenselnfolnFile: BSD-3-Clause

FileCopyrightText: <text> copyright 1989 - 1991, julianne frances haugh
<jockgrri@austin.rr.com> </text>

© 2015 Wind River. All Rights Reserved.
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Document

Package

Fiic SOMENIGEEEs) Roatons

LicenselD: LicenseRef-6
ExtractedText: <text>

/*

Annotations

* Copyright (c) 2002 by David I. Bell
* Permission is granted to use, distribute, or modify this source,
* provided that this copyright notice remains intact.

*

* The "ed" built-in command (much simplified)
*/ <[text>
LicenseName: NOASSERTION

© 2015 Wind River. All Rights Reserved.
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spdx.WindRiver.com

WIND RIVER

SPDX Cloud

We provide a free service that enables you to create SPDX files for your software The server
utilize o lgorithms and heuristics to determine licensing information for each file d solely on
the information contained in th ftw cage. = of your choice below and receive a

computer generated SPDX file by em

Upload



http://spdx.windriver.com/pkg_upload.aspx

COMPLIANCE
ENVELOPE



Examples/busybox-1.20.2.spdx.xls
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OPENCHAIN

OpenChain is to open source license compliance what ISO 9001
IS to software quality

Distribution
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@— Open Source Compliance Management End-to-End —@



OpenChain Six Pillars

Vs

Policy

Training

Roles &
Responsibilities

Open Source

Identify,
Review,
Clear, Track

SPDX
Notices
Source

Preparation of
Compliance
Artifacts
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HYPERLEDGER




/")y HYPERLEDGER

A Linux Foundation open source initiative

Infrastructural support for blockchain-based distributed ledgers

Plumbing analogous to Linux but for distributed ledgers

Early Stage (one year old)

A narrow focus — support for a supply chain ledgers
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What is a Ledger?



Financial Assest Ledgers

Transactions Allocations Balances
Transaction Type Transaction Description AB Amount Available Balance BB Amount Bills Balance 5B Amount Savings Balance Gross Balance
Debit ND Housing and Finance Agency d 5150.00 (5731.0 5120.95 d 5534.00 5804,95
Credit Hulu Plus (57.99) f $150.00 [$8.0 $112.95 50,01 $534.01 5796.96
Medcenter One - Karisa's hospital bill (5 00) $100.00 5112.95 5534.001 5746.96
Cashwise 578.94 $112.95 553401 $725.90
Sam"s Club 5 . $112.95 5$534.01 $674.15
Walmart } $112.95 5534.01 S635.88
Dan's Supermarket 12.38 12,3 ( 5112.95 5534.01 5623.50
Check #1067 City of Blsmarck - Water Dept, -} [ 5 562,95 | 5535.93 5575.42
Debit Central Market (54 b [>28. 56295 $535.93 $570.86
Debit Central Market . [ $62.95 $535.93 5567.44
Credit Country West Conaco (52.1 1 ( 562.55 £535.93 . 5565.34
Dan's Supermarket 1 ( 562.55 £535.93 4 S550.56
Rob & Karisa budget contributions & . £23%,15 5302.10 £536.36 & 5 SH90,14
5302.10 $536.36 ! 5890.14
$302.10 5$536.36 J 5850.14
5536.36 ! 5850.14
$536.36 } 5890.14
5535.36 r 5890.14
5536.36 r 5859014
5302.10 $536.36 ! 5890.14
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Stock Asset Ledgers

Trade Record Ledger Summary
Transactions dated from February 1, 2003 to Decanber 31, 2003
Trade Files A021523 through AD30033

Trade Mumber: A021523 & ds Dirivre

Trade Mumber: A021533
Feb. 14,

Associate hher Broker

b 14
000

Dhiher Brok:




Vehicle Asset Ledgers

RENTAL VEHICLE LOG BOOK
VEHICLE TYPE AND MAKI

‘\FEHICLE CHASSIS NUMBI VEHICLE REGISTRATION PLATE MUM BER:

Cost Management
Detail of costs
Mileage or - i cost of
\ =2 Description —— maintenance & | j
kilometrage fuel tanked | consumables repairs msurances +
in liters

Date

15,408,215




Hours Worked Ledgers

PO P | 2
Employee Name Ho! ¥ | Hour: Hours |~
g I I
25 | meweler | % |
2

g

Totals 9
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BlockChain Ledger Benefits

Disintermediation - exchange w/o need of third party

High quality data - complete, consistent, timely, accurate, & widely available
Transparency and immutability - publicly viewable, transactions are immutable
Durability, reliability, and longevity — no central point of failure, long lived

Highly Secure

© 2015 Wind River. All Rights Reserved. »t« B — -
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Hyperledger APls, SDKs, CLI

MEMBERSHIP BLOCKCHAIN TRANSACTIONS

Membership Blockchain Services
Services

Reqistration Consensus Distributed
Manager Ledger

Identity
Management

P2p Ledger

Auditability Protocol Storage

Event Stream
I —
Hyperledger Services

Figure 2: Hyperledger reference architecture

CHAINCODE

Chaincode
Services

Secure Container

Secure
Registry




HyperLedger
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Compliance Ledger

Env-Router-5217 Router-5217
Lx-52

Env-Drv-23

Slla e Env-Router-5217
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Envelope Ledger

Env-Router-5217

Envelope ID Org | Action | Artifacts

Env-Drv-23 Intel-1D create %

X
Env-Lx-52 WR-ID create ~ % m
Env-Drv-23
l Src =
©
Env-Router-5217 | [Tech-ID | create S
Env- Drv—23
Env-Lx-52
Src
Env-Drv-23 WR-ID add
>< n
©
%
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Compliance Ledger
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Compliance Ledger

Dist-ID] Org | Action |SoftwareID | Envelope ID
Intel-ID | release | X-Driver 2.1 | Env-Drv-23
WR-ID release | WR Lx 9 Env-Lx-52
ITech-ID | release |Router 5217 [Env-Router-5217
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Env-Router-5217

IniTech 5217 Router

choice

“Seunity
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Establish Trust

using
Open Source
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Contact

@ Mark.Gisi@WindRiver.com
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