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Everybody’s Going SSL

ELECTRONIC FRONTIER FOUNDATION
DEFENDING YOUR RIGHTS IN THE DIGITAL WORLD

https://www.eff.org/deeplinks/2013/11/encrypt-web-report-whos-doing-what




The SSL Protocol

Recent Security Developments
How Open Source Has Stumbled
Setting up a Test PKI

Questions?

When || say “SSIL” | alse mean “TILS*
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SSL Protocol Considerations




What Does SSL Do For Us?
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Protocol Overview
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Only in transit
Must do Certificates Well

Blind Trust in Certificate Authorities
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Limitations: Certificate Issues

Untrusted Connection

J a Untrusted Connection u ~r
/] @ https://wwes tamman nar e [ o TP o) i B A '—J - &2 | o
q Safari can't verify the identity of the website “csrc.nist.gov”.
| The certificate for this website is invalid. You might be connecting to a
L@ website that is pretending to be “csrc.nist.gov”, which could put your
s confidential information at risk. Would you like to connect to the website
anyway?

| | [ ] Always trust “www.nist.gov" when connecting to “csrc.nist.gov”

= VeriSign Class 3 Public Primary Certification Authority - G5
L |5 VeriSign Class 3 Secure Server CA - G3
L @) www.nist.gov

B www.nist.gov
ol Issued by: VeriSign Class 3 Secure Server CA - G3
- Expired: Tuesday, January 28, 2014 at 3:59:59 PM Pacific Standard Time
€3 This certificate has expired
p Trust
p Details
.él ' Hide Certificate | | Cancel | | Continue |
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Security Triad
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Trust in Certificate Authorities?

Comodo Hacker Claims Credit for DigiNotar Attack | PCWorld
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Comodo Hacker Claims Credit for DigiNotar Attack

By Jeremy Kirk, IDG News ServiceSep 6, 2011 6:20 AM =

The hacker responsible for a stunning attack on a Dutch company that issues security certificates for
websites warned on Monday that he would “strike back again," after previously breaching another company
earlier this year.

The hacker posted the warning on Pastebin under the handle "Comodohacker." The same account was
used earlier this year to describe the attack on Comodo, which sells SSL (Secure Socket Layer) certificates,
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Recent Security Developments




Protocol Attacks

BEAST, CRIME, TIME, Oh My!
We Are Not Cryptographers

’ We Consume Crypto Hackers break SSL i d by milli f sites « The Regi "
‘ Sift through the headlines < 2| || | =] | + | @ www.theregister.co.uk/2011/09/19/beast_exploits_payp C ©

Log in| Sign up

+ Most attacks Responsibly Disclosed Iheﬂzﬁ'egister(@

Data Center Software Networks Security Policy Business Jobs Hardware Science Bootnotes Col

AdChoices [I>
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spent on new hardware

SECURITY
Hackers break SSL encryption used by millions
of sites

Beware of BEAST decrypting secret PayPal cookies
By Dan Goodin, 19 Sep 2011

High performance access to file storage

Researchers have discovered a serious weakness in virtually all websites protected
by the secure sockets layer protocol that allows attackers to silently decrypt data that's

RELATED passing between a webserver and an end-user browser.
STORIES
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Attacks are Good

Daylight as a Disinfectant
Flaws get fixed
Everyone benefits

But painful
¢ Need a plan
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This Week’s Joy: Heartbleed

Bug in heartbeat in OpenSSL
Fixed in 1.0.1g; 1.0.0, 0.9.8 not affected
Exploits virtually undetectable

Unpleasant surprise
¢ Became public April 7, 2014
+ No advance warning
¢ Vendors are scrambling
¢ We all get to update!

To wit
¢ New keys, get certificates reissued
+ Old certificates revoked
¢ Assess and respond to possible intrusion

http://heartbleed.com
https://access.redhat.com/security/cve/CVE-2014-0160
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Increase Trust in Certificates

DANE

Certificate Transparency
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DANE: DNS-based Authentication of Named Entities

Associate Server Hostname with Certificate
TLS Association Records in DNS
Secured by DNSSEC

QU004

1 E T F

http://csrc.nist.gov/groups/ST/ca-workshop-2013/presentations/Barnes ca-workshop2013.pdf
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Certificate Transparency

Central registry of valid certificates
Domain owners publish, check

Client computers “gossip” worldwide

https:/www.certificate-transparency.org

http://csrc.nist.qov/groups/ST/ca-workshop-2013/
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“New” Protocol Developments

Session Tickets
OCSP Stapling

Perfect Forward Secrecy

THALES
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Session Tickets

Server encrypts session state

Hands to client

Resume: client hands back encrypted session

httpd 2.4 can do this
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OCSP Stapling

Online Certificate Status Protocol
Usually checked by client

Server obtains OCSP Response
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https://blog.mozilla.org/security/2013/07/29/ocsp-stapling-in-firefox/
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Perfect Forward Secrecy

No more Secret Scooby Snack
Diffie-Hellman key agreement

Server private key signs DH key

The only part of government
that actually listens.

https://blog.twitter.com/2013/forward-secrecy-at-twitter
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How Open Source has Stumbled
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«| shmat_ccs12.pdf (page 1 of 12)

The Most Dangerous Code in the World:
Validating SSL Certificates in Non-Browser Software

Martin Georgiev Subodh lyengar Suman Jana
The University of Texas Stanford University The University of Texas
at Austin at Austin
Rishita Anubhai Dan Boneh Vitaly Shmatikov
Stanford University Stanford University The University of Texas

at Austin

ABSTRACT

SSL (Secure Sockets Layer) is the de facto standard for secure In-
ternet communications. Security of SSL connections against an
active network attacker depends on correctly validating public-key
certificates presented when the connection is established.

‘We demonstrate that SSL certificate validation is completely bro-
ken in many security-critical applications and libraries. Vulnerable
software includes Amazon’s EC2 Java library and all cloud clients
based on it; Amazon’s and PayPal’s merchant SDKs responsible
for transmitting payment details from e-commerce sites to payment
gateways; integrated shopping carts such as osCommerce, ZenCart,
Ubercart, and PrestaShop; AdMob code used by mobile websites;
Chase mobile banking and several other Android apps and libraries;
Java Web-services middleware—including Apache Axis, Axis 2,
Codehaus XFire, and Pusher library for Android—and all applica-
tions employing this middleware. Any SSL connection from any of
these programs is insecure against a man-in-the-middle attack.

The root causes of these vulnerabilities are badly designed APIs
of SSL implementations (such as JSSE, OpenSSL, and GnuTLS)
and data-transport libraries (such as cURL) which present devel-

cations. The main purpose of SSL is to provide end-to-end security
against an active, man-in-the-middle attacker. Even if the network
is completely compromised—DNS is poisoned, access points and
routers are controlled by the adversary, etc.—SSL is intended to
guarantee confidentiality, authenticity, and integrity for communi-
cations between the client and the server.

Authenticating the server is a critical part of SSL connection es-
tablishment." This authentication takes place during the SSL hand-
shake, when the server presents its public-key certificate. In order
for the SSL connection to be secure, the client must carefully verify
that the certificate has been issued by a valid certificate authority,
has not expired (or been revoked), the name(s) listed in the certifi-
cate match(es) the name of the domain that the client is connecting
to, and perform several other checks [14, 15].

SSL implementations in Web browsers are constantly evolving
through “penetrate-and-patch” testing, and many SSL-related vul-
nerabilities in browsers have been repaired over the years. SSL,
however, is also widely used in non-browser software whenever
secure Internet connections are needed. For example, SSL is used
for (1) remotely administering cloud-based virtual infrastructure

and eondine laral data tn rlandohaced etarace (D7) tranemitting ene.



Apache Projects Implicated

AXxis

AXxis2
HttpClient 3.x
LibCloud
ActiveMQ
CXF

THALES




26

But Mostly Fixed

Axis - EOL

Axis2 - Workaround
HttpClient 3.x - EOL
LibCloud - Fixed
ActiveMQ - Fixed?
CXF - Fixed
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Setting Up a PKl-let

Test Your Deployment with Real Certificates
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Certificate Hierarchy

Client

)
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OpenSSL CA

https://github.com/sctemme/pkilet

Simple script + config

Quick CA hierarchy for testing
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./pkilet.sh -newroot
./pkilet.sh -newissuing
./pkilet.sh -newleaf localhost

openssl s_server -accept 4433 \
-key leaves/localhost_key.pem \
-cert leaves/localhost_cert.pem \
-CAfile issuingCA/cacert.pem -www

curl --cacert rootCA/cacert.pem https://localhost:4433/
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Conclusion

The State of our Union is Strong
Continued Vigilance is needed
Supporting SSL is table stakes now
Embrace and Test your SSL Support
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Questions and Discussion

http:/www.slideshare.net/sctemme

sctemme@apache.org

Follow @keysinthecloud on Twitter

THALES




