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Protect the Legacy



Wait. Do we need protection?

2013 2014 2015 2016

New loT malware families by year.
The number loT threats jumped in 2015 and many of these threats continue to be
active into 2016

Source: https://www.symantec.com/connect/blogs/iot-devices-being-increasingly-used-ddos-attacks



Tools for the trade

* Raspberry P1 3 with case
* MicroSD Card
* Power Adaptor for p1 (Important!)




Install Image

* Raspbian (Debian Wheezy)
*NOOBS




But what about my network?
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Configure Network : Part 1

Gateway!

* No additional hardware needed
e Simple setup
*Con

 Attackers can bypass device by connecting directly to
actual gateway/router

* Performance implications



Configure Network : Part 2

Mirror Port!

* No additional hardware needed
o All traffic will be monitored
* Raspberry Piisn't inline

*Con:

*Home/SMB network equipment may not support
Span/Mirror ports



Configure Network : Part 3

Grad Student Way (In-Line)

* All traffic will be monitored

*Con:
e Raspberry Pi is in-line with all network traffic
e Performance implications



Getting BRO Onboard

Install Required Dependencies

¢ $§ sudo apt-get install cmake make gcc g++ flex bison libpcap-dev
swig zliblg-dev

Download Bro Source Code

echo "Installing Bro"
sudo wget https://www.bro.org/downloads/release/bro-2.4.1.tar.qz

¢ $ wget https://www.bro.org/downloads/release/bro- sudo tar -xzf bro-2.4.1.tar.gz
2 4 tar gZ sudo mkdir /opt/nsm
; - : sudo mkdir /opt/nsm/bro

Unpack o bre2.a.1

sudo ./configure —--prefix=/opt/nsm/bro

sudo make

$ sudo ./configure —prefix=/opt/nsm/bro sudo make instal

cd ..
sudo rm bro-2.4.1.tar.qgz

$ SUdO ma ke sudo rm -rf bro-2.4.1/
$ sudo make install



Full Packet Capture
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BRO Intrusion Detection System

conn.log dhcp.log
dnp3.log dns.log
ftp.log http.log
irc.log
Known_services.lo
g
modbus.log ius.log
smtp.log snmp.log
ssh.log ssl.log
syslog.log
tunnel.log intel.log
notice.log



Make BRO Great Again
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Integrate Critical Stack

g criticalstaclk # INTEL Collections 7.« Rabimba Karanjai

Help ~

*Y”  Rabimba Karanjai

Collections A test (0)
© Create New Collection bambenekconsulting.com DGA Domains hosts-file.net Malware Domains hosts-file.net Fraud Domains hosts-file.net Phishing Domains
My Feeds (0) e
© Add More Feeds I === e “
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Integrate Critical Stack

$ wget https://intel.criticalstack.com/client/critical-stack-intel-arm.deb
sudo dpkg -1 critical-stack-intel-arm.deb

Add the API Key
¢ § sudo -u critical-stack critical-stack-intel api <key

#¥Install Critical Stack

echo "Installing Critical Stack Agent™

sudo wget https://intel.criticalstack.com/client/critical-stack-intel-arm.deb
sudo dpkg -1 critical-stack-intel-arm.deb

sudo -u critical-stack critical-stack-intel apl $cs_api

sudo rm critical-stack-intel-arm.deb



What about my logs?

A E_90; { : - a
Vly 10g does nol judge




Stash The Logs

Logstash Instance

Input Output
plugin plugin

Data Source Data Destination

Filter
plugin

Image courtesy : http://lek-research.readthedocs.10/en/latest/LEK%?20Installation.html



Grok

Search / Replace
Split

GeolP

DNS
URL-Decode

ElasticSearch
Redis

CouchDB

mozilla




What we will do!

Overview

» Utilizing Custom Patterns

* GROK Message Filtering

* Adding Custom Fields

*Adding Geo |IP Data

* Date Match

* Using Translations for Threat Intel



Get LogStash

$ wget https://download.elastic.co/logstash/logstash/logstash-
ISR e e e

$ sudo mv /opt/logstash-1.5.3/ /opt/logstash
$ cd /opt/logstash
$ bin/logstash -e 'input { stdin { } } output { stdout { } }'



How do I see the logs?

¢ o elastic

Install

$ wget

https://download.elastic.co/elasticsearch/elasticsearch/elasticsearc h-
I abidlssdeb

$ sudo dpkg —-i elasticsearch-1.7.1.deb
*Update cluster name in yml file




[ wanted to “See”!

KIDQNAQ

Install

$ wget https://download.elastic.co/kibana/kibana/kibana-4.1.0-1inux-
Xaon Loy iz

$ sudo mkdir /opt/kibana
$ cd /opt/kibana
$ bin/kibana

Another error?? Your node needs another ARM!



[ wanted to “See”!

KIDQNAQ

Custom ARM Install

$ Wget http://node-arm.herokuapp.com/node latest armhf.deb

$ sudo dpkg -i node latest armhf.deb

sudo mv /opt/kibana/node/bin/node /opt/kibana/node/bin/node.orig
sudo mv /opt/kibana/node/bin/npm /opt/kibana/node/bin/npm.orig
sudo 1ln -s /usr/local/bin/node /opt/kibana/node/bin/node

sudo 1ln -s /usr/local/bin/npm /opt/kibana/node/bin/npm
/opt/kibana/bin/kibana

A A A A A



KIDQNAQ

Discover Visualize Dashboard Settings

Advanced  Objects  About

Index Patterns

No default index pattern. You must select or create one to continue.

Configure an index pattern

In order to use Kibana you must configure at least one index pattern. Index patterns are used to identify the Elasticsearch index to run search and analytics
against. They are also used to configure fields.

Index contains time-based events

| Use event times to create index names

Index name or pattern

Patterns allow you to define dynamic index names using * as a wildcard. Example: logstash-*

logstash-*



Configuration

raput o
file {
et

Yo /bro/logs/current/* . To

start position "pe§Pnning

} —

j

LT
elasticsearch {
host => localhost

cluaster Yelaslb iesearch=
\ == clustername "



Configuration
filter {

ek -

match => {
"message" ="%S{IP :client}3s{WORD :method }
{URIPATHPARAM: request} % {NUMBER :bytes} % {NUMBER:duration }"

J
J
J



Configuration

filter {
grok {
patterns dir => "/opt/logstash/custom patterns"
match => {
message => "%{291009}"
}



- Create a Rule File
- /opt/logstash/custom_patte rns/bro.rule

- 291009
. (?<start_time>\d+\\d{6})\s+(7?<uid>\S+)\s+(?:(?<evt_srcip>[\d\.]+)l(?<evt srcipve>[\w

l )-)\s+(7:(?<evt _srcport>\d+)I-)\s+(?:(?<evt_dstip>[\d\.]+)I(?<evt_dstipv6>[\w:]+)1-
’?<evt dstport>\d+)I-

\s+ ?<fuid>\S+ \s+(’?<flle mime_type>\S+ \s+(’?<flle description>\S+)\s+(?<seen_in

dlcator>\S+ N\s+(7<seen_indicator type>[A:]+:\S+)\s+(?<seen where>[ A:]+:\S+)\s+(?

. <source>\S+(?:\s\S+)*)$



Configuration

filter {

if [message] =~ /A ((\d{10N\d{E}\([\d\.]+)([\d\.]+)\t(\d+ )\t (\d+)\t(\w+))/ {

grok {

patterns_dir => "/opt/logstash/custom_ patterns”

essage => "%{291001}

291001 (?<start time>\d{10}\\d{6 I \t(?<evt srcip>[\d\.]H)\t(?<evt dstip>[\d\.JH\(?<evt srcport>\d+)\t...




Configuration

filter {
if [message|=- /A(N\dH\\d{6 \sHSHsH(?:N\d\FI[w: H-\s+(2:\dH-)\s+H(?7:N\d\. FH[w: H

NsH?2\dH-))sHSHSHSHSHSHSHSHSHA: H ASHSHA: H:ASHSHSH?:\S\S+H)* S )/ 4

grok
patterns dir => "/opt/logstash/custom patterns"
match=> {
message => "% 1291009} "
add field L Trgle 1At SO0 A
add field => | "Device Type", "IPSIDSDevice" |
add s tield > ["Object!l, : PEroce s
add field — [ "Actionl; lGeneral &
e = ptstatuste it e g e
j
h



filter {

....all normalization code above here...

geoip {

source => "evt dstip”

target => "geoip dst”
database => “/opt/logstash/GeolLiteCity.dat”

add field => |
add field => |
add field => [
add field => [
add field => |
add field => |
}

mutate {

convert => |

nmnr

nmr

[ #

"[geoip dst][coordinates]", "float"]

[geoip dst][coordinates]","%{[geoip _dst]

[geoip dst][coordinates]","%{[geoip dst]
[ geoip dst][coordinates]","%{[geoip dst]

[ geoip _dst][coordinates]","%{[geoip dst]

[ geoip _dst][coordinates]","%{[geoip dst]

[ longitude]}"]
(geoip dst][coordinates]","%{[geoip dst][latitude]}"]

[city\ name]}"]
continent\ code]}"]
[ country\ name]}"]

[postal\ code]}”

New ElasticSearch Template
Needed



E

- Configuration

- f1lter { o
- ...bro normalization stuff... translate {

- field => "evt dstip”
- destination => "badIP" dictionary path => '/opt/logstash/IP.yaml '

'}
'}

- But what goes in |IP.yam|?



Configuration

 Dictionary Hash in standard YAML format

o203 4 Bad IP
"ab c123": Very Bad IP

* Install the translate plugin

8.5 cd /opt/logstash

* 5 bin/plugin; o719 logstash-filter-translate




Configuration

° TOR Exit IP: https://check.torproject.org/exit-addresses

e Mal ICI ous |P- http://www.malwaredomainlist.com/hostslist/ip.txt

« Automate the scraping of available intel
- Populate the YAML Files




What do I know?

75%

.

STROKE
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INSIGHT
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Configuration

=f el e tor IR o fremall

e o [ UsnmepiporHostt, NSMTP HOST",
"port", "SMTP-PORT", Y
ficerhome o TEMATL USERY,

e oed T T RMATIIPASSY TauthenticationType’,
Sediomie e

Pt lsT "true"]

e —— - " <BEMATTL - USER>"

subject => "Tor Exi1t IP Detected on Home
Network" to => "<EMAIL USER>"

vig => " Smtp"
b nlbocdy = htmlBody })

There 1s a TOR device in my network!



Alerts

« TOR IP Addresses

* Malicious IP Addresses

* Malicious File Hashes

* Bro IDS intel.log results

* Bro IDS notice.log results

» Connections to differet countries

* Device Specific Connection seggregation



| Kibana

Logstash - Bro Base

Date Chart of Log Sources

Discover

Visualize Dashboard

Settings
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l ' a n a Desc Over Visualise Dashboard Sotings O Last 12 hours
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What about proactivity?

NMAP

*Scheduled nmap scan of subnet

& o =0 192.168.0.1/255.255.255.0
=OX nmap -.xml

sParse XML file for new devices
e New devices added to SQLite DB

e TP Address & MAC Address

e alerls when new devices found




Show me the code!

e

https://go00.gl/ks3p9Q




[_earn more!

Extract Features from log

[WARN] USER user1l connected concurrently with 2228 miles different location
- Connectionl
* TP: 162.223.5.123 (Toronto, Ontario, Canada)
* Time: 2015-08-14 05:49:07.0 ~ 2015-08-14 08:05:27.0
- Connection2
* TP: 69.12.4.10 (Livermore, California, United States)
* Time: 2015-08-14 06:03:35.0 ~ 2015-08-14 08:05:27.0

[Rule: Concurrnet Login from different location] Finished EEEEEEEE ggﬁ;;fgf;;;;;;;;;;;{;f;;;Ta;giﬁé{ié‘Zi;;
* Found 4438 Warning, © Critical bad actions - F ~

[Rule: Successful login from Suspicious IP]

[Rule: Successful login from Suspicious IP] Finished
* Found NO Bad action

working time distance login =—failure -—Login method
[Total Summary] Finished checking for 2 rules
* Found 4438 Warning, © Critical bad actions




Does 1t work?

China
34%

United States

ussia
\/ ,

lop ten attack origins on monitored loT honeypot in
2016,
by count of unique attackers

Data Source: https://www.symantec.com/connect/blogs/iot-devices-being-increasingly-used-ddos-attacks

Country Attempts number || Country Attempts number
China 423 (235 %) US. 300 (26.8 %)
US. 366 (20 %) China 548 (18.4 %)
Brazil 123 (6.8 %) France | 162 (5.4 %)
Russia 90 (5 %) Canada 151(5 %)
India 85 (4.7%) Germany | 141 (4.7 %)
Canada 56 (3.1%) Brazil 135 (4.5 %)
South Korea | 43 (2.4%) Russia 106 (3.55 %)
Germany 40 (2.2%) India 92 (3 %)
Ttaly 39 (2.16%) UK. 78 (2.61 %)
Seychelles | 38 (2.11%) Hong Kong | 67 (2.2 %)

SSH brute force attempts on my RaspberryPi - -




Show me the code again!

(=] %
e

Sei

https://g00.gl/SutCUF




Commercial Solutions

GT-AC5300 RT-AC88U RT-AC68U

Know More Know More ] Know More ]

Has AiProtection (Costs $140 ~ $350)
By Asus and Trend Micro



Thank You!

(@rabimba | karanjai.moz(@gmail.com



