Open source @ scale

10,000 engineers and counting

@jeffmcatter
@jeftwilcox
Microsoft Open Source Programs Office
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Open Source Programs Office

-volved out of legal, into engineering
Board of directors of execs from major businesses

Highly collaborative

Engineering, legal, security, business, accessibility, ...

Major initiatives arouna

Policy and process
Tools
Culture




What does our OSPO do?

Culture

Coordinate interested parties
Drive culture

Management buy in
Business Playbooks

Rewards, recruiting and retention

Industry collaboration
Internal/external community
Conferences

Create open source tools

Processes and Tools

Define policies and processes
GitHub management

Repo landing pages

Open source repo linters

Disaster recovery/backup

Use, Contribute, Release workflows
Automation

IP scanning workflows
Component security

Attribution service

CLA

Source code disclosure site
Package (e.g., NPM) publishing
Operational systems

GitHub API proxy / operations API

Information

Public presence

Data and insights — GitHub,
package managers, build, social,
governance

Track org/product structure
GitHub-Microsoft id mapping
Share data publicly

Training

Documentation

Open source policy



L ess Is more...
// Some code required
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Simplity & unifty policy

Using open source
Registering use

Contributing

Component security

Release open source

|s approval needed?

IP separation

IP scanning

Approval process

Patent review



Automation & delegate everywhere

Codified policies
Machine-readable data

Licenses, copyrights, company directory, product definitions, GitHub data

Approval workflow integration
People management
Repo linters

Component use registration



ild succeeded

I Run node

Ran for 5.1 minutes (Hosted Agent), completed 12 days ago
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register

runtimeDependencies: 0
devDependencies: ‘
totalDependencies
Registering dependt 8S. ..
'{"context":{"user":"willbar","ms.
'{"context":{"user":"willbar","ms.
'{"context":{"user":"willbar","ms.
"{"context":{"user":"willbar","ms.
Registration completed:
Registered: 314

See '

See

internal”
internal”
internal”
internal”

:true,"ms
:true,ms
:true,ms
:true,'ms

.group"
.group"
.group"”
.group”

:"C+E
:"C+E
:"C+E
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pending review components in bin/osscg/osscg—-pending.json




Our six-month 2FA challenge

[Insert your own favorite corporate process jokes here]

%‘) Security ) GitHub Admin
Two factor auth is |mportant to protecting the  Let's ping folks to enable it again
C’& 8 GItHd.lb Inc. r[UFé htté)s ://github. com/organlzat|ons/M|crosoft/sett|ngs/secur|ty pA¢
and . :
O This argarization Puyllreguetts Issues Gist

Gimgggfg@f{'dentiﬁes our members without feature!

2FA, Luce.t | . ; . We sh'gus'l'ctjt-_wa'rn machine accounts
epositories eopie eams rojects etlings
Why are people turing off 2FA: Oh wait, what about collaborators?

Letspingoialkssto enable ifwo-factor authenticatiefyod, this new API is great

Harddeadline of October : .
Requiring an additional authenticatioO@ AL Iﬁﬂﬂf@r&@abﬂsecurity for your organization.

How we @E’t In tOUCh Vytlhaqwre two-tac%il)rbauthentication for everyone in the Microsoft organization.

meml%e rS? Members, billing managers, and outside collaborators who do not have two-factor authentication enabled for their
personal account will be removed from the organization and will receive an email notifying them about the change.

Security

Save
Audit log



Authentic open source experiences

Great feedback loop in place with GitHub
et GitHub do what it's great at

mmediately use new features
Attract & retain engineers — tools we love
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People management

People

Members of officially managed Microsoft organizations

Who is this username?

jeff Search Type: All~

34 - 66 of 71 members

« Previous Next —

ow can | identity peers?

i Jeff Schwartz l[\)Aict;\c‘)s:)ft
otNe
jeffschwMSFT @ jeffschw &2
Jeff Simmer izzureAD
N 7 ure.
S JeffSimmer © jesimmer &2
- . X Jeff Staiman Azure
elf-service onboarding S
m Jeffrey Stall Microsoft
jeffstall © jstall &2
‘ I-- Jeff Stokes Lﬁzicrosoft
ure
- y y jeffstokes72 © jeffstok &2
k.1 Jeff Stong Microsoft
4 ° . . " JeffStong © jestong &3
e 82|ated perl I IlSSlOl I dECISIOI IS EJGHWGHS Microsoft

JeffWells39654 © jeffwel &2

i Jeff Wickenheiser Microsoft
jeffwick-msft © jeffwick &2
H Jeff Wilcox Microsoft
Azure
jeffwilcox © jwilcox &2 Azure-
Samples
AzureAD

MicrosoftDocs
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Organizations ~ Repos Teams People

Your Microsoft GitHub organizations Available Microsoft
GitHub organizations

Azu re aspnet m

Official Azure SDKs, products and resources predating the official ASPNET and ASPNET Core open source project
Microsoft GitHub org

Additional Organizations

The following organizations are specialized for specific

Azu re - Sa m p I es teams and projects, but not general-purpose

membership. Please only join if you have a business

Azure Samples as indexed by Azure.com need.
[ Join |
Azure App Service product samples separate from the
Azu reAD Microsoft and Azure-Samples orgs
Azure Active Directory SDKs Bl

Extra Microsoft CNTK components that have license
restrictions

Microsoft
The official Microsoft GitHub organization for open source projects Private organization for Microsoft Notes engineering

EEEESSS————————



GitHub management
Diverse corporate GitHub user base

Approach evolved from the wild west

Fnable cross-organizati

Qur repo create wizarc

@D

on scenarl

OS

s efficien

[, easy, adds value

Microsoft

Create a repo Join a team
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Organizations ~ Azure-Samples Repos Teams People

Organizations ~ Repos Teams People

service-fabric-dotnet-data-aggregation

Azure-Samples organization

Repositories

Across all officially managed Microsoft organizations

* Stars 8 Forks MA Name Updated # Created date

Learn about large-scale data aggregation and GitHub URL

Need to create a repo? management of large volumes of end-user devices https://github.com/Azure-Samples/service-fabric-dotnet-data-aggregation

Search Type: public~

Teams: myadmin~

Language: All~

To create a new repo, first you
need to select which organization
will host it.

with Service Fabric.

JavaScript &8 MIT License %12 ¥12

Timeline

Commits pushed
21 hours ago

Organizations .
100 results for public repositories and my admin team permissions X Clear filter MetrlCS Updated
faure © 34 watchers 16 days ago
. Created
1-20 of 100 Next — Azure-AppService-Samples @ 6 open issues a year ago
Azure-Readiness Pull requests: 3
lon
Azure-Samples Pull requests applied: 2 C one
ospo-ghcrawler p o

GitHub crawler
JavaScript ¥4 Updated 2 hoursago  Created 4 months ago

Microsoft organization

AzureAD

AzureCAT-GSI

CNTK-components

DotNet

service—fabric—dotnet—data—aﬁﬁ reﬁation

Pull requests NOT applied: 0

Average days taken to close pull requests: 5

Average hours taken for first response to pull requests: 0
Pull requests opened per day: 1

Pull requests applied per day: 0

Closed issues: 0

https://github.com/Azure-Samples/service-fabric-dotnet-data-aggregation.git
SSH

git@github.com:Azure-Samples/service-fabric-dotnet-data-aggregation.git

Team permissions




28.3495 grams of prevention

2FA & 3M-party app approval on for GitHub orgs
ave a clear, enforced private repo policy

Vlinimize organization owners

Guidance engineers grok
Comms plan
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Playbooks

Frame the conversation

Business, engineering, governance

Learn and collaborate across the company
Across the industry

https.//opensource.qguide
Linux Foundation
TODOgroup.org




INsignts
Gather data

GitHub, company systems, social media, packaging systems, ...

Analysis

Project health, APl use, community shape, trends, product uptake, ...

Make widely available

Crawler-in-a-box (CIABatta) — https://github.com/microsoft/ospo-ghcrawler
Raw data — https://github.com/microsoft/ghinsights
Insights dashboards— coming




Crawler in a box

Crawler Dashboard

Queued active messages Message rates
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B soon:done M soon:abandon M github:fetch



10DOgroup.org
https://opensource.microsoft.com
@jeffmcaffer Thanks!
@jeffwilcox




