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10,000
members

7,000
repos

1,000
release requests

2X
yearly growth

1000s
vulnerabilities

27,000
use registrations



100



Evolution



Open Source Programs Office



Define policies and processes
GitHub management 
Repo landing pages
Open source repo linters
Disaster recovery/backup
Use, Contribute, Release workflows
Automation
IP scanning workflows
Component security 
Attribution service
CLA
Source code disclosure site
Package (e.g., NPM) publishing
Operational systems
GitHub API proxy / operations API

What does our OSPO do?

Public presence
Data and insights – GitHub, 
package managers, build, social, 
governance
Track org/product structure
GitHub-Microsoft id mapping 
Share data publicly
Training
Documentation
Open source policy

Coordinate interested parties
Drive culture
Management buy in
Business Playbooks
Rewards, recruiting and retention 
Industry collaboration
Internal/external community
Conferences
Create open source tools



Less is more…
// Some code required



Actual Microsoft 
open source

decision diagram



Simplify & unify policy
Using	open	source

Release	open	source

Registering	use

Contributing

Is	approval	needed?

Component	security

IP	separation

IP	scanning

Approval	process

Patent	review



Automation & delegate everywhere



Automation



Our six-month 2FA challenge
[Insert your own favorite corporate process jokes here]

Two-factor auth is important to protecting the 
brand & pending releases

Our self-service GitHub already enforces 2FA

GitHub’s API identifies our members without 
2FA, nice

Why are people turning off 2FA?

Let’s ping folks to enable it

Hard deadline of October

How do we get in touch with our GitHub 
members?

Let’s ping folks to enable it again

This should be easier, FYI GitHub

GitHub is shipping a new org security checkbox 
feature!

We should warn machine accounts

Oh wait, what about collaborators?

Good, this new API is great

Communicate again



Authentic open source experiences



People management





GitHub management





28.3495 grams of prevention



In progress



Playbooks

https://opensource.guide



Insights

https://github.com/microsoft/ospo-ghcrawler
https://github.com/microsoft/ghinsights



Crawler in a box



TODOgroup.org
https://opensource.microsoft.com

@jeffmcaffer
@jeffwilcox

Thanks!


