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Talk Outline
1> Introduce/Review Memory 
Corruption Bugs

2> A Post Fuzz Run Workflow

3> Real World Examples



Section 1a:
Introduce / Review 

Memory Corruption Bugs



Invalid
Reads/Writes



Stack vs Heap
Corruption



int main (int argc, char **argv) {
   char buf[8];
   strcpy(buf, argv[1]);
}

./a.out AAAAAAAAAAAA



Use After Free



char* x = (char*)malloc(4);
...

free(x);
…

printf(x)   // uaf



Other Memory 
Bugs



Section 1b:
What is Exploitability?



Re­programming with 
input data ­

not code



Re­programming with 
existing code in the 

process



Does 
“exploitability” 

matter?



Exploitable
By Whom?



Google
Project Zero



NSA



hhhhh??



Many modern 
exploits are bug 

chains



Surprisingly 
Exploitable



C­Ares / Chrome OS 
Remote Code 

Execution







Triggered by a 
trailing escaped dot:

www.foo.com\.



Section 1c:
Memory Corruption 

Mitigations



Stack Canaries







DEP
Data Execution 

Prevention



ASLR
Address Space Layout 

Randomization









Section 2:
A Post Fuzz Run Workflow

2a> Minimize crash corpus
 
2b> Use Memory Corruption Tools
 
2c> Determine Exploitability ­ or ­
       Find the Root Cause

 



Why
minimize?



Minimize the 
Corpus of 
Crashes



Minimize each 
crashing case 
individually



fdupes



Section 2b:
Memory Corruption 

Analysis Tools



All Bets are Off



Address Sanitizer

ASAN
­fsanitize­address





Valgrind
(memcheck)





Exploitable







Section 2c:
Determine

Exploitability /
Find the Root Cause



Disable ASLR
echo 0 | sudo tee 

/proc/sys/kernel/randomize_va_space



Identify 
critical memory 

locations 



gdb
gcc ­g ­O0 target.c



./target AAAA

0x41414141



rr

rr­project.org





It is OK and normal to:

Feel lost / frustrated
Take a lot of time

Feel like your wheels are spinning
Get sick of staring at hex



One
More Thing:

Once the bugs are fixed -
Fuzz the target again



Section 3: 
Real World Examples



PHP:
Low invalid read











Ruby:
Heap Buffer

Overflow











Netflix Dynomite: 
Invalid Write



Netflix Dynomite:
● Running in production ~2 

years
● 1000 Customer facing nodes
● 1 Million ops/sec peak load









References:
● RPI ­ Modern Binary Exploitation ­ 

GitHub: rpisec/mbe
● Hacking: The Art of Exploitation ­ Jon 

Erickson
● Project Zero Blog ­ What is Good 
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● Sean Heelan’s Blog ­ Tracking Down 

Heap Overflows with rr



Thank You!
David Moore
@grajagandev
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