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About me -

Director, Tech Strategy & Architecture at The Walt Disney Company

Joined Disney in 2010

Open Source contributor since 2007

Leader in Disney’s Enterprise Architecture Group, which has cross-enterprise
perspective

| run Disney’s Open Source Program



Disney and Open Source -

Disney has a history of releasing software as open source
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ldentifying the Problem: Where We Started -

» Open Source is scary

> Developers cannot be trusted

> All code is precious and must never
be released

» Therefore, we must review and
control everything




Why this didn’t work -

Problems with the process:

> Scalability

> Dedicating the right resources
» Manual workflow

> Review efficiency

» Adoption and consistency

» Comprehensiveness of reviews
> Architectural consistency

> Visibility and tracking

» Coverage



Why this didn’t work -

Problems with scale:

» 235,641 open source downloads?, 5,329 unique components
» 479 with known security vulnerabilities

Solution?

> Improve coverage and scalability



Starting over -

What did we want to achieve?

A. Control?

B. Compliance?

C. Risk Management?
D. Enablement?

E. All of the above



1 » Identify the Goals -

We want to enable developers to do everything they need to do with open source
while managing risk for the company.

An enablement philosophy



1» Form a team

> |dentify the stakeholders
> Form a coalition of the willing: Open Source Working Group
> Provide a vision that everyone can rally behind




P 2 Define a manifesto | Open Source Manifesto

Why does Disney need open source governance? How will Disney govern open source? What will this mean for
developers? This document is a manifesto for open source at Disney.

Why open source governance?

Open source is key to Disney — we use it to operate our business, and deliver a wide variety of guest

> Jointly define a manifesto that

Disney consumes, contributes to, and releases open source today.

Open source enables Disney to accelerate development and reduce cost, but it introduces legal, security,

eve ryO n e a g re e S W it h patent and security risks. These risks must be governed.

Today Disney has no open source governance program, no open source policy, and cumbersome,

> A o N O rt h Sta rII fo r t h e p rog ra m ineffective, and inconsistent open source processes.

The consequences are that our services contain security vulnerabilities that enable them to compromised,
leading to poor guest experiences, impact on revenue, and costly remediation.

What governance will deliver:
e Open source governance will mitigate these risks by establish policies for use of open source that enable
Disney to leverage the benefits of open source while restricting behaviors that expose Disney to risk.
e Standard processes will ensure that necessary checks and balances are in place to enable developers and
business units to make informed decisions about open source risks.

e These processes will use open source governance tools to provide visibility to risk so they can be mitigated.
As a result, Disney's exposure to open source risks will be significantly reduced.

How we will do this:

The Open Source Working Group (OSWG) will define open source policy and processes that will form the
foundation of open source governance.

The OSWG review these with stakeholders across the company.

The OSWG benchmark policy and process against industry best practices by engaging open source
consultants to review the documents the working group produces.

An Open Source Committee will be formed that will provide open source governance for Disney. This
committee will include legal, patent, security, and technical stakeholders from across the enterprise,
ensuring that there is consistency in the use and application of the open source policy.

We will streamline the use of open source by providing a way for developers to obtain pre-approved, white-
listed open source software.

We will implement review processes that are commensurate with risk.

We will enable Disney developers to be full participants in the open source community by providing them
with open source training and the approvals they need.

We will release useful technology as open source projects and build and sustain communities around them.

We will repair Disney's reputation (Google: "disney open source") as an open innovator and technology
leader by establishing an open source presence on the web (opensource.disney.com) where we will index
and document all Disney open source projects.

We will participate in open source conferences to engage with the open source community and promote




3 » Create a policy -

A policy, but not that kind of policy =~ “Hawve you got a 7B/6?”

One that enables rather than limits

Educate and Trust

DRI\{E TO
CONDITIONS

v Drive safely to:
* your driving skills
and experience
* your vehicle's capability
= the condition of the road
= the weather conditions

v Drive at a safe speed

v Keep a safe distance
hetween vehicles
v Obey speed advisory signs
.| v Slow down at night
v Watch out {c: people!
| ~ Watch out for ani.. als




4 » Define the processes

How does a policy enable?

> "Pave the path to compliance”
> Make it easy to do the right thing
> Make it hard to do the wrong thing

» Use tools to implement policy not people
> Provide easy, efficient, sensible processes
and continuously approve

» Don’t break the SDLC




4 » Roll it out

Form Governance
Commiittee

Policy
Announcement

Educate .
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Market and Ongoing
Program Management
Promote Governance
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5 » Govern it — Someone has to own it

Responsible:

Defining Open Source Program Goals
Operation of Open Source Program
Definition of review and approval
processes

Selection of open source tools
Developer education and training

Accountable

Open Source Policy Compliance

Open Source Program Office

Open Source Program
Manager

Open Source Project

Accountable:

* Open Source Governance

» Effectiveness of Open Source
Governance Program

Director of Open

Manager
|

Open Source Coordinator

Source & Standards

Open Source Advisory Board

Legal
IP/Patent
Security

Technical

Business A

Legal
Technical

Security

Open Source Committee

Business B Business C Business D

Legal Legal Legal

Technical Technical Technical

Security Security Security

Responsible:

(approve/reject)

Legal
Technical

Security

Responsible:

Defining/maintaining Open Source Policy
Open Source Governance Strategy

* Approving Open Source Program Goals
* Reviewing Open Source Requests



ldentifying the Problem: Where We Ended Up -

»-Open-sourceisscary

> Open source is core to what we do, we should embrace it!

> Developerseannotbetrusted

» Educated developers can be trusted

Al code . | | | I

» Sharing code is good for Disney and the open source community, we
we need to be mindful of what we share

>Therefore,we-mustreviewaned-controteverything

> We must focus on the areas of greatest risk and enable developers to
do the right thing



6 » Continuously Improve -

You're never done

> Check your manifesto

> Keep removing friction

> Question your assumptions

> Ask difficult questions — “Why are we doing this?”
> Listen to your customers

> Create passionate evangelists




Lessons learned -

» The surprising power of a manifesto

> |f we build it they will come...

> Opt-outs: “We want to do it our way”

> Volunteers

> The biggest naysayers became the strongest supporters

» Our approach became a methodology



Join Us! -

» disney.github.io
> disneytechjobs.com



