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WHAT IS ANDROID THINGS*?

Metrics &
Analytics
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Google's OS for loT devices

Android _
- Apps Android APlIs ART
+ Peripheral Manager HW Abstraction (HAL)

+ Developers Console

+ Metrics & Analytics

+ Weave

+ 6LowPan, Threads

+ A/B OTA updates with auto rollback

Kernel

Hardware




ANDROID THINGS™ FEATURES

Features

Android Things

Memory Footprint

<500 MB

Public Availability

Developers Preview 1- Dec '16
Developers Preview 2 - Feb '17

Android SDK

Developers Preview 1

Download images for DP2.

File bug reports and
feature requests.

Android Runtime

Developers Preview 1

Android APIs

Developers Preview 1

Device Usage Metrics

Future Release

Security

Future Release

Crash Reporting

Future Release

Developer Console

Future Release

OTA Updates

Future Release

Weave

Future Release

Ask questions
on stackoverflow.

Join Google's IoT Developers
Community on Google+



https://developer.android.com/things/preview/download.html
https://code.google.com/p/android/issues/entry?template=Android Things bug report
https://code.google.com/p/android/issues/entry?template=Android Things feature request
http://stackoverflow.com/questions/tagged/android-things
https://g.co/iotdev

WEAVE®

Open communication platform with cloud service.

Device setup

Cloud infrastructure

Control from Google Assistant
Device interoperability
Developer console




0TIVITY*

Open Connectivity Foundation (OCF)

* Publishes open IOT standards for device-to-device communication

loTivity

* Implementation of OCF 10T standards




WHY ANDROID THINGS™? (inteD

|IOT challenges

« Complex technologies

* Interoperability

* Security
* Scalability




“05-AAS" AND “SOM"

Google*
= Generates and signs all images
= Provides Operating System updates for certified devices

= Pushes updates for device applications.

Intel

= Provides Google with Board Support Packages (“BSPs")

OEMs

= Provide HALs for sensors and actuators as APKs.

= Provide business differentiation as applications.

intel)'

System-on-a-Module

Incorporates SoC, PMIC,
memory, storage,
networking, BIOS




LONG TERM SUPPORT =

Desserts Security Updates
O Android Things* O N
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ANDROID THINGS™ SUPPORT ON IA

Android
Developer Board / POC SOC Things Status
Intel® Edison Board for Arduino Merrifield Sup%o;:ed n
SparkFun* Blocks with Intel Edison Merrifield SUppDOFIEEd n
Intel® Edison w/ Mini Breakout Board Merrifield Sup%og’:ed n
| ' | ® .................................................................................... Supportedm .....
i hJ Intel® Joule™ Compute Module Broxton-M DP2



https://www.sparkfun.com/products/13097
https://www.sparkfun.com/products/14105
https://www.adafruit.com/products/2111?gclid=CK2C_MDVjtICFQaVfgodz2oNQw
https://software.intel.com/en-us/iot/hardware/joule

Certified Hardware

Build your devices on certified
development boards that
include the SoC, RAM, wireless
radios, and more.

Time to Market

Decrease initial costs and time
to market by taking advantage
of low cost development
hardware and pre-implemented

drivers for common peripherals.

Build to Scale

Work with SoC vendors directly
to scale volume and optimize
board design, knowing your
devices run on a proven and
production-ready platform.

Google Services

Take advantage of Android
Ecosystem. Google Managed
updated. Android GMS services,
Google Cloud Platform
(1H2017 Weave, TensorFlow)
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ANDRUID THINGS™ ARCHITECTURE

* Google Services

* Things Support Library

Hardware Abstraction Layer (HAL)

* OTAs received directly from

Google.




DIFFERENCES BETWEEN ANDROID™ AND ANDROID THINGS™

Android Things

» Standard system apps and content providers

Java API Framework
absent W Managera
. A Activity Location Package Notification
* Most of the Google APIs for Android are

supported View syster sowrce | Tetepnony [

Native C/C++ Libraries

» APIs that require user input/authentication
credentials aren't available.

Webkit OpenMAX AL

Media Framework OpenGL ES

Hardware Abstraction Layer (HAL)

Bluetooth Camera

Linux Kernel
Drivers
Binder (IPC) Display
Keypad Bluetooth

Shared Memory usB

Power Management

Graphic Source: Google



DIFFERENCES BETWEEN ANDROID™ AND ANDROID THINGS™

Android Things

» doesn'tinclude the standard suite of
system apps and content providers

» supports most of the Google APIs for
Android

» APIs that require user input/authentication
credentials aren't available

App is automatically started on startup

IOTLauncher

e

View System

OEM App OEM App

Java API Framework

Managers

Package Notification

————————
Telephony »_‘

Native C/C++ Libraries

Webkit

Media Framework

Audio

Keypad

Shared Memory

OpenMAX AL

OpenGL ES

Hardwar

Bluetooth

Android Runtime (ART)
Core Libraries

e Abstraction Layer (HAL)

Camera Sensors

Linux Kernel
Drivers
Binder (IPC)
Bluetooth

usB

Power Management

Graphic Source: Google




THINGS SUPPORT LIBRARY

* Peripheral IO APIs

« Enables Apps to talk to sensors and
actuators

* Interfaces supported GPIO, 12C, UART,
PWM, SPI.

e Mutual Exclusion
 User driver API

* Allow apps to inject hardware events
into framework that other apps can use.

Peripheral Manager

Graphic Source: Google



ANDROID THINGS™ SECURITY FEATURES & REQUIREMENTS

Security Requirements from Google* are largely the same as Android:
« SE-Linux’ Enforcement

« Android” Verified Boot, Cryptographic Chain of trust

* Google Android Trusty*

« HW Keymaster 2.0

* No Gatekeeper*




INTEI. 9 SOLUTION FOR TRUSTY

Consolidated Security Engine

generates the Trusty Root Key
from platform unique device key. i ’ KMTA |
(hardware root of trust).

Android Trusty

Trusty library | Trusty library
2. The Bootloader obtainsthe Trusty | - — .| | oo oo —.
Root Key from Consolidated B i

Security Engine and passes the _
Trusty Root Key to Trusty OS.

3. The Trusty Root Key is the master
key used to derive keys for various

Trusted Apps like Keymaster,
Gatekeeperetc. S,

LK kernel & drivers




GRAPHICS ON ANDROID THINGS™ ON INTEL" JOULE™ MODULE

___Applications

2D Apps 3D Apps

2D and 3D apps

SurfaceFlinger

e Buffered Views

» SurfaceFlinger

 Hardware Composer

* Open Source Graphics — Mesa*

GOOGLE*







DOWNLOAD THE IMAGE

» https://developer.android.com/things/preview/download.html

- -9 .
l'l Things HARDWARE  SDK

 tepibeers Select a platform

Platform Things package I
Overview Intel Edison androidthings_edison_devpreview_2.zip
Hardware 101

Intel Joule androidthings_joule_devpreview_2.zip

Developer Kits ~



https://developer.android.com/things/preview/download.html

FLASHING THE IMAGE

* Micro-USB cable

* USB-C cable

« 12V 3A power adapter
* Micro-HDMI cable

e MicroSD card reader




intel)
FLASHING THE IMAGE =

1. Connect a 12V adapter to the power
input connector.

2. Connect a USB-C cable from your host
computer for USB OTG.

3. Connect a Micro-HDMI cable to an
external display.

4. Optionally, connect a USB keyboard
for BIOS setup.




FLASH ANDROID THINGS™ intel)

e Command Line

$ fastboot \
flash gpt partition-table.img \
s Enter FaStbOOt mOde flash bootloader bootloader \
erase misc \
reboot bootloader
adb reboot bootloader e
astboo
flash gpt partition-table.img \
o FaStbOOt com mands flash oemvars oemvars.txt \
flash bootloader bootloader \
flash boot_a boot.img \
flash boot_b boot.img \
flash system_a system.img \
flash system_b system.img \
flash userdata userdata.img \
flash gapps_a gapps.img \
flash gapps_b gapps.img \
erase misc \
set_active _a \
reboot




androidthings







BLINK LED EXAMPLE inte

= Sample Code from Google: SimplePIO Blink
Application : Extended to Blink on-board LED
on Intel® Joule™ module

= Download Android Studio — Android API level
7.0

*» Clone the code and import to Android Studio




BLINK LED EXAMPLE

= GPIO 20nJ12:PIO name
“SPI_1_MISO”"
= Blink Example:
- 1LED
— 1 Resistor
— 2 Jumper Wires
— 1 Breadboard




BUILD AND INSTALL intel)

= |n Android Studio Press the Run to install the
simplepio app

=  Or use command line to install
./gradlew blink:installDebug

adb shell am start
com.example.androidthings.simplepio/.BlinkActivity




RESOURCES

intel’)

Android Things on Intel Architecture: https://software.intel.com/iot/android-things

Android Things on Intel Edison: https://software.intel.com/iot/hardware/edison

Android Things on Intel Joule: https://software.intel.com/iot/hardware/joule

Getting Started guide : https://software.intel.com/iot/android-things#devguide

Google Android Things: https://developer.android.com/things/index.html

Forum & Support: https://g.co/iotdev



https://software.intel.com/iot/android-things
https://software.intel.com/iot/hardware/edison
https://software.intel.com/iot/hardware/joule
https://software.intel.com/iot/android-things#devguide
https://developer.android.com/things/index.html
https://g.co/iotdev

BAGKUP



« The Intel® Edison kit with the Arduino” Expansion
Board

* Intelis providing the board support package

« MANY sensors and devices are available for
prototyping with this board

* Supported in Android Things since Dec ‘16.




INTEL EDISON BOARD FOR SPARKFUN

Compare to the Intel” Edison kit with
Arudino:

« Same Edison CPU Module

* Simpler GPIO/Bus structure

« Stack on boards

* Smaller form factor

» Battery power available

* Many sensors available

* Supported in Android Things since Dec ‘16




« Device setup, phone-to-device-to-
cloud communication

WEAVE* V1 @
!’l K \\‘.

WEAVE
« User interaction from mobile < ,
devices and the web ST
« Transports: 802.15.4 (zigbee, Weave T

threads), BLE, WiFi, Ethernet Device SDK Server

HTTPS XMPP/GCM
Ethernet BLE
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