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INTRODUCTION




AGENDA

Introduce an architecture that enables an loT Smart Home solution
* Considerations for an loT to Cloud solution

* The Building Blocks

* loTivity* and the Open Connectivity Foundation*

* Web platform

» Application profile

* Cloud solution options
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*QOther names and brands may be claimed as the property of others.



CONSIDERING AN 10T T0 CLOUD SOLUTION

loT solution architecture is a change
from the traditional application profile

« Based on open industry standards
* Freedom to change solutions

 Deployment and scalability

* Security
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OTIVITY* AND OPEN CONNECTIVITY FOUNDATION™ (OCF)

Specification ioT ivity Open Source Certification

Defines OCF framework including Delivers referenceimplementation | Ensures interoperability via
standard model for IoT devices, of OCF framework & translation compliance and interop testing
apps & services to interact layers for non-OCF devices

Stop fragmentation and increase device Ease developer burden through open Ensure interoperability through a
orchestration by creating a common source code availability and royalty- formal testing and certification
standard for IoT device connectivity free license program

*QOther names and brands may be claimed as the property of others.



THE 10T BUILDING BLOCKS

M IoT REFERENCE (

t for Intel® Architecture

PROJECT
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APPLICATION PROFILE

Behavior

Steady and
predictable

High growth

On-off

Random or periodic
bursting

Micro-
services

Application service

Collection
orchestration

Growth and
scalability

Lifecycle

Security

(intel'

Data

User authentication

Network encryption

Gathering

Data encryption

« Edge vs the cloud

Patching

Processing

4 N
Upgrades and API
compatibility
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Cl/CD
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Intrusion detection

« Edge vs the cloud

Retention




COMPUTE AND DATA: LOCATION IS EVERYTHING

4 Tier End-to-End loT Solutions Architecture’
Tier 3

Edge IT Data Center f Cloud

Tier 2

Internet Gateways, Data
Acquisition Systems
[Data Aggregation, Analog to
Digital Conversion}

Tier 0

SensorsfActuators

(Analytics, Pre-processing) {Analytics, Management, Archive)

f The “Things” \ /"/' / q == EE—— '!
\ - I,
/ = Primarily analog \I qjg Lj_
1
r data sources é _— -— WIF Celuiar Satelite Hubs

| =  Devices, gadgets,

- {Wired, Wireless)

The Edge

l, machines, tools, / F H mcauaﬁajelmembs
people, cars, / . H .
animals, i Visualization O E"ﬂ i o A

{m‘hes etr:/

Trade-off: Faster Insight vs. Deeper Insight

and Analytics shifts to the left

1. “The 7 Principles of the Internet of Things (IoT),” Tom Bradicich, VP & GM, Servers and loT

Systems, Hewlett Packard Enterprise. Used with permission.




CLOUD REFERENCE ARCHITECTURE

[ loT devices and applications ]

[PaaS } [Bigdata } [Containers} [VMS }

4 N

Scalable cloud & API

OpenStack* VMWare* Kliciosolt AWS* Many more
P Azure Stack*

\ )
4 N

Physical layers (compute, storage, network)

* Scalable infrastructure
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|0T APPLICATION KEY POINTS

What is different about a deployment for IoT applications?

é )

Data management

\ S
é N

Balance of analytics location and control

\ S

rScaling

é )

Micro services and API architecture (know your requirements)

Loss of connectivity is not an issue, it is a feature -> design for failure




CALL TO ACTION =

* Know your application requirements

» Plan for scalability, expect services to drop, devices to float on and
offline

 Download the demo source and test your loT solution
* https://O1.org/smarthome
* Check out loTivity*

« https://www.iotivity.org/

*Other names and brands may be 15
claimed as the property of others.
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LEGAL NOTICES AND DISCLAIMERS

Intel technologies’ features and benefits depend on system configuration and may require enabled
hardware, software or service activation. Learn more at intel.com, or from the OEM or retailer.

No computer system can be absolutely secure.

Tests document performance of components on a particular test, in specific systems. Differences in
hardware, software, or configuration will affect actual performance. Consult other sources of information to
evaluate performance as you consider your purchase. For more complete information about performance
and benchmark results, visit http://www.intel.com/performance.

Intel, the Intel logo and others are trademarks of Intel Corporation in the U.S. and/or other countries. *Other
names and brands may be claimed as the property of others.

© 2017 Intel Corporation.







